Ethics Case Study Resource

Page 1 of 7

RESOURCE PAGE FOR TEACHING ETHICS CASE STUDIES
Part I. Seven Case Studies Relating To Computers, Technology, and Social Issues
1. Using cookies at greatcareers.com
Adapted from: Spinello R, “Cyber Ethics,” Jones & Bartlett Publishers, 2000.

You have just opened a new Web site called www.greatcareers.com. The purpose of the web site is to be an international clearing house of information for those looking for jobs. Users can sign up for this site free of charge to look through the extensive job listings, which are updated weekly. The major sections of the web site are divided according to different fields of work and different professions.

Your projected source of revenues is primarily from the ads they display on each page. One agency that supplies you with some of your advertisers requests that you give them some cookie information of your subscribers. They intend to use the cookie information, which includes user’s search criteria, to generate a more personalized stream of ads for each user. Thus, individuals searching for teaching jobs would see different ads than those looking for nursing jobs. Such customized ads have the potential to generate more revenue.

This seems like a reasonable proposition to you, but you wonder whether it is legitimate to use cookie technology in this way. Even if it is should your users be informed about this practice? Should they be given the opportunity to opt-out? Is there any difference to how you would act if you were based in Europe or America?

2. Librarian’s dilemma
Adapted from: Spinello R, “Cyber Ethics,” Jones & Bartlett Publishers, 2000.

As head of the library services in a medium sized town you have decided to provide internet access to library users. The installation of the hardware and software is an immediate success. The most popular activity is surfing the net. You are pleased because it allows those who cannot afford computers to gain internet access.

Problems soon begin to emerge. Your staff tell you that they have found two twelve-year-old boys downloading graphic sexual material. A few days later an older man is noticed looking at pornographic images. As time goes on there are similar incidents every few weeks.

Your associate librarian advises you to purchase and install some type of filtering software. Other colleagues remind you that this could violate your professional association’s code of conduct. There is a reference in this to the fact that limiting access to library material by minors should not be a reason for diluting the library’s collection. In fact one colleague argues that filtering is equivalent to buying an encyclopedia and cutting out certain articles that do not meet certain standards. However, another colleague points out that the library does not put pornographic material on the shelves with other books and periodicals.

The local community leaders start pressurizing you to resolve the issue. What will you do? Do libraries have any legal or moral right to protect children or limit access to material available to adults? 

3. Fingering problem
Copyright 1996 by John Halleck 

Background
Most systems have a “finger” command of some sort. This tells you if a given user is on the system or not, and information about when they were last on, and often information like where they logged in from. The command our systems came with also says whether or not they have new mail (and when they last read it). Some finger commands even tell you who they last got mail from if they have new mail. (Although this “feature” has generally been disabled on machines on this campus). 
Almost everybody here generally agrees that this information is more or less “public” information.

Problem 
We found that one of our student machines was severely bogged down, in a manner that made it painful for the average student to use. We tracked down what was taking the system’s time. A student’s script was eating all the available resources of the machine. Contrary to stated policy, it was a background script (which we don’t allow) that continued running 24 hours a day, whether or not the student was logged in. This script had large amounts of network bandwidth communicating with other machines and used large amounts of cpu time. Since this was a student we had had some prior problems with, we were very curious as to what the student was doing. We were afraid they were trying to crack other systems using our system. 

We discovered that the student was doing the finger command on his ex-girlfriend on every machine she had access to, several times a second. The result of these fingers was being compiled by the script to form a profile of when and where she was logging in, reading mail, etc. It was gathering statistics of which labs she used, and how often. He had statistics of which labs she read mail from, and what hours she kept. At that time this incident happened the system mail logs were readable by users (the system is shipped that way) and he was also searching the mail logs regularly (every 60 seconds) to see what mail had been delivered to her. He was collecting lists of which people she corresponded with, and how often she corresponded with them. 

We terminated his account on grounds of violating the policy against background processes. We also informed the person being fingered what was going on. 

There are a number of very serious ethical issues here concerning what our limits should be in investigating the student, what the student was doing, and what our response should be. 

The student argued that the information was “public” and there was nothing wrong with what he was doing (except for the background process issue). By the student’s argument, what he was doing would be OK if he was actually at the terminal doing it. The student also argued that we went too far in investigating what he was doing, and that we should have just terminated the account when we tracked the problem back to him. He argued that anything further we did was just prying into his private life. The student argued that we violated his privacy by informing his ex-girlfriend of what he had been doing. 

We argued that what he was doing was an invasion of his ex-girlfriend’s privacy. We argued that what he was doing was an excessive waste of computer resources. We argued that his history with us meant we didn’t give him the benefit of the doubt on anything he was up to, and meant we would investigate more than we would with other students. We argued that his behavior was such that his ex-girlfriend had a right to know what he had done. 

Any of these points could, in good faith, be argued either way. The issues are serious issues here involving policy, ethics, social norms, and even the responsibilities of administrators who go beyond the written rules. 

Follow up: 
The ex-girlfriend found his actions frightening, and they were added to the stalking complaint she had already filed with the local police. Whether or not this fact changes the issues listed above depends on what one’s ethical views are.

4. Medical Diagnosis
RISKS-LIST: RISKS-FORUM Digest Monday 6 January 1992 Volume 13 : Issue 01
Date: Sun, 5 Jan 92 13:21 EST
From: “Warren M. McLaughlin” 
Subject: Life-and-Death Computer 

The Washington Post, 5 Jan 1992, page C6 (the editorial page):

As technologies become more powerful, the distinction between a helping tool and a decision-making tool keeps gaining importance. Nowhere is this clearer than in the case of the new diagnosis-aiding computers, which offer doctors the benefit of a gigantic data base — far larger than their own experience could be — compiled from the results of many thousands of cases nationwide. By conglomerating and analyzing the results of these cases, the computer can read out a series of alternative treatments, a probability rating on the success of a given procedure or — most controversially — the statistical risk of a patient’s dying upon arrival in an intensive care unit in a given condition. Physicians with access to such a machine now bear a responsibility at least as weighty as that of diagnosis itself: that of balancing the computer’s seemingly precise numbers and instant certainties with the knowledge that its results are dependent upon human judgment. 

According to the staff in a Michigan hospital using a program of this type called APACHE, the computer’s predictions of a patient’s statistical probability of dying — calculated to two decimal points — are used strictly as tools, rather as any doctor might estimate, say, a 10 percent chance of survival from a given operation. A better description of risk, in that scenario, need not govern the doctor’s (or the family’s) decision as to whether the risk should be taken, only inform it better than individual experience ever can. But the incomplete results of a different study performed in France suggested that doctors with access to that kind of risk data were more likely than others to terminate care. The fear among practitioners is that hospital administrators or health bureaucrats, all increasingly beleaguered and pushed by public pressure toward cost-cutting, might see computer-confirmed statistics on death risk as a road to easier triage. 

Given the capability for vastly enhanced diagnosis by means of computers, the medical profession will be stuck with the same responsibility — also vastly enhanced — as before: first, to recognize that a computer can serve the cause of accurate diagnosis only on the basis of properly entered information by the physician using his or her senses; second, to keep in mind a fact much of the general public has trouble with, which is that a statistic about the probability of an event bears no causal relationship to that event. A person with a 95 percent chance of dying under a procedure is not the same thing as a person whom that procedure cannot help, or a person from whom care can be withheld with no compunctions. Obscure that distinction, and you take a step toward making the computer the master — a bad one.

5. False Security Case 
“Software May Give False Security,” By David E. Kalish,  AP Business Writer NEW YORK (AP) 

It’s a growth industry: Software that claims to protect the identity of Internet users by letting them control how much personal information they allow Web sites to access.

New technology, promoted by software makers such as Novell and Microsoft, is a growing part of the Internet industry’s campaign to assure people that confidential information like their age, buying habits and income won’t be misused by Web sites they do business with.

So far the software products have received mixed reviews. Some electronic privacy advocates praise the efforts, but others fear the technology may actually entice Net users to divulge more personal data than they ordinarily would by creating a routine for supplying the information to online vendors.

“We’re fairly skeptical about a lot of these so-called privacy technologies, because a lot of what it comes down to is marketing,” said David Banisar of the Electronic Privacy Information Center, a Washington-based privacy advocacy group.

“You provide a lot of information into the system, but then it makes it easier for Web sites to obtain the information.”

Some privacy activists said Novell Corp. may be moving in the right direction with a product unveiled Monday that appears to strike a balance between collecting information and protecting it. 

The Digital Me software would let Net surfers create distinct online identities, allowing a user to enter a certain profile to show an online retailer, another to share with friends and another that retains anonymity.

Novell hopes its technology will be accepted as a standard for controlling personal information. Financial services giant Citigroup has agreed to test services based on the new technology. Beth Givens, project director at Privacy Rights Clearinghouse, a consumer group based in San Diego, praised the Novell software for allowing users to retain their anonymity. But she expressed concerns about making it easier for online businesses to collect personal information about online users.

“I think everyone who participates in these services should think long-term about ... collection of data about themselves.” Microsoft Corp., for its part, bought a privacy software developer last year, Firefly, that makes a product that also encourages people to create online profiles that get sent to Web sites they visit.

The information would only be made available to Web sites that are certified by industry privacy watchdogs such as Trust-E or the Council of Better Business Bureaus’ online unit, said Saul Klein, Microsoft’s group program manager for Web platform services.

The Microsoft plan is intended to fit in with a broad initiative by the World Wide Web Consortium, a non profit group that sets standards for Internet technology to create a common way for Web sites and users to control the information they share with online companies. But Klein said Microsoft hasn’t yet decided how to use the technology.

The ability of industry-supported groups to objectively police Web sites’ privacy policies came under question Monday when Trust-E, which is financed partly by Microsoft, chided the company over a glitch in its software but took no further action.

That’s one reason consumer groups say federal legislation is needed to prevent companies from infringing on the privacy of Internet users. A proliferation of software is letting businesses easily “mine” personal data about consumers by sifting through detailed information to more precisely target business prospects.

The technology can track a computer user’s recently visited Web sites, the pages the user looked at and even the person’s hobbies and then link that information to the user’s name and address.

6. Computer as Jury
Copyright (C) 1996 by Thomas Lapp

“The Computer Goes to Court” Part 1
The liberal state of Calidonia, because of the increase in crime in the state, has found itself with the problem of having many more criminals to try in the courts than it has time to try them. In an attempt to decrease the length of time it takes to hear a case, as well as to attempt to hold “fair” trials, the state of Calidonia has recently revamped its judicial system in a radical new way. 

Normally, one would say that the best way to judge someone accurately would be to have as much information about the case as possible. However, in courtrooms, not all of the information about a case is admissible as evidence. Of course, this does not stop a fast-talking lawyer into saying something, having it objected to, and struck. The result is that the jury hears something that they are told that they should disregard. This is naturally going to influence what they know, even if they cannot use it directly in making their decision. 

We now introduce Calidonia’s effort at a better judicial system. In courtrooms in the state, the jury box now is empty because the jurors are no longer anywhere near the courtroom. They are often in their homes, connected to the Judicial Computer System (JCS) through either their home computer or a terminal, which is loaned to them during the period in which they serve as a juror. All of the evidence in the case is sent to them through a filter (much like the one you are using to receive this problem), and the judge approves all information sent to the jury so that everything the juror gets is “admissible to the record”. 

Do you think this would result in fair case hearings in Calidonia? Why or why not? What are the implications of someone getting into the files of a case and presenting evidence to a jury that they were not supposed to see? What about the situation in which an electronic mail message fails to be received by a few of the members and it is a key piece of information in the case? What other things must the state of Calidonia think about if it uses this system? 

“The Computer Goes to Court” Part 2
Lemon county of Calidonia is facing a problem of crime backlog even worse than the state in general. In order to move cases through the system even faster (yet with the same or better level of justice), the county is proposing replacing the people in the jury box with a single computer system which has been programmed with all pertinent legal precedents and has software which allows it to make decisions based on the facts given to it and its database of precedents. 

Do you think that Lemon County should start to use this system? Why or why not? What advantages would there be to this? What disadvantages? If you were involved in a crime in Lemon County, Calidonia, would you want to be tried by this system? Why or why not? 

7. Cyber City Network
Copyright (C) by Thomas Shanks, S.J., 1996. Dr. Shanks is Director of the Markkula Center for Applied Ethics, Santa Clara University. 

The City Council of Cyber City, USA, is debating a new program: the Cyber City Network, a service that would allow residents to access a wide variety of municipal and school services from their home computers. If the program is approved, residents will be able to scan the city’s job listings, apply for building permits, ask questions of the police department, or get their children’s homework using the Internet.

City Council agendas would be posted, and citizens could testify at council meetings from offsite computers. Recreation Department schedules would be available on the network, and parents could sign their children up for sports teams online. Parents could also communicate with teachers. Businesspeople who require city permits and licenses could apply for them via the Cyber City Network.

About a third of Cyber City’s 45,000 residents own computers equipped with modems, which would allow them to log on to the network from their homes. The city has promised to provide 10 additional computers at elementary schools, senior centers, and libraries for those who do not have ready access at home.

You have been asked to testify at City Council about the ethical implications of the Cyber City Network. Will you urge the members to vote yes or no? 

PART II. WEB RESOURCES

Ethics Updates.  http://ethics.acusd.edu.  Maintained by Larry Hinman. A great place to start for ethics on the web. Includes bibliographic material on ethical theories and applied ethics; links to ethics centers, journals, and on-line essays; a small number of case studies and discussion questions; and a growing number of ethics lectures in Real Video.

Case studies links at Chowan College Center for Ethics. http://www.chowan.edu/acadp/ethics/studies.htm
Medical Humanities at NYU. http://endeavor.med.nyu.edu/lit-med/medhum.html. A well-organized database of literature, art, and films that treat moral issues in medicine.

Research Center for Computing and Society. http://www.southernct.edu/organizations/rccs. Excellent resources.

“DOLCE” Developing On-Line Computer Ethics. http://www.uis.edu/~miller/dolce/linkstoelsewhere.html. The Dolce Web site has links to all these other sites including Barger’s cases

· Professionalism in Computing: Digital Library, JAN Lee at Virginia Tech 

· Ed Gehringer’s Computer Ethics Map 

· International Center for Informational Ethics (ICIE) 

· ICCE explanation by Walter Manor 

· running ICEE 

· Ethics Cases from Dr. Robert N. Barger, Notre Dame 

· ImpactCS Project 

· Software Engineering Code of Ethics and Professional Practice, a joint ACM/IEEE Computer Society effort. This requires an Adobe PDF reader. 

· Software Engineering Ethics Research Institute (SEERI), at East Tennessee State University. Don Gotterbarn is the director. 

· Ethics and Computing is a collection of computer ethics materials supported by NSF Grant DUE 9752792, under the supervision of Kevin Bowyer at the University of South Florida. 

· Institute for Global Ethics 

· Applied Ethics Resources on the WWW

Starting Points in Applied Ethics (http://www.ethics.ubc.ca/start/)  

· The Ethics of Web Site Engineering, by Chris MacDonald. 

· Electronic Frontier Foundation (EFF) 

· Herman Tavani’s Bibliography of Computing, Ethics, and Social Responsibility 

· ACM Special Interest Group on Computers and Society (SIGCAS) 

· Digital Divide Links from Univ. of Illinois Online. 

· UMKC E-Commerce Tax Policy Project 

· An automated privacy statement generator from OECD

Markula Center for Applied Ethics (http://www.scu.edu/SCU/Centers/Ethics/practicing/decision/framework.html) 
The Markkula Center for Applied Ethics provides resources to faculty, staff and members of the public working in all areas of applied ethics. A very useful source of resources in ethics and ethical decision making. Well worth a visit.
International Institute of Infonomics (http://www.infonomics.nl/). Issues relating to the digitisation of society and adopts a multi-disciplinary approach.
Codes of ethics online (http://www.iit.edu/departments/csep/PublicWWW/codes/). A collection of 850 codes of ethics from different profession on line and with commentaries.
Computer Professionals for Social Responsibility (http://www.cpsr.org/). A good starting point.
Computerization and Controversy (http://www.slis.indiana.edu/kling/cc/CONTROV2.html). Rob Kling’s book.
Social inclusion (http://www.cisp.org/imp/june_2000/scott/06_00scott.htm). Making computers accessible to everybody.
Computers, Freedom and Privacy (http://www.cfp.org/). Annual conference now in its twelfth year. Lots of useful papers and research.
The Berkman Center for Internet & Society at Hravard Law School (http://cyber.law.harvard.edu/). Good resource. Publishes a newsletter, The Filter, with an interesting take on issues to do with computer, cyberspace and society. Worth a look.
Information & Communication Technology Law in Ireland (http://www.ictlaw.com/index.htm). Information about developments in European and Irish law in the area of information and communication technologies.
Digital Divide Network (http://www.digitaldividenetwork.org/content/sections/index.cfm). A website that “offers a range of information, tools and resources that help practitioners stay on top of digital divide developments.”
BitLaw (http://www.bitlaw.com/). BitLaw is a web-based collection of over 1800 pages on patent, copyright, trademark and related laws relating to computers and the Internet. It has been developed by Daniel A. Tysver of the law firm of Beck & Tysver. It is primarily US law that is covered here.
British and Irish Legal Information Institute (http://www.bailii.org/). British and Irish Public Legal Information including court cases and legislation.
Global Internet Liberty Campaign (http://www.gilc.org/). A worldwide organization that deals with censorship and freedom of speech in legislation.
Applied Ethics Resources on WWW (http://www.ethics.ubc.ca/resources/). A good starting point from the Center for Applied Ethics in Canada.
Computers: Ethical and Unethical Actions (http://www.ncf.carleton.ca/~at571/page1.html). A web site exploring the aspects of hacking computers that present ethical situations.

Institure for Global Ethics (http://www.globalethics.org). Mission: To promote ethical behavior in individuals, institutions and nations through research, public discourse and action.

PART III. PRINT RESOURCES FOR CASE STUDIES

A. 
Case studies 

Cases are everywhere, more often in ethics textbooks than in books specifically billed as case study collections. Look for an applied textbook in your field (healthcare ethics, criminal justice ethics, etc.) that has ethics cases. Even if it isn’t the textbook you teach, it will be a good resource.

Hinderer, Drew E. and Sara R. Hinderer, A Multidisciplinary Approach to Health Care Ethics. Mayfield, 2000. (Has several short case studies in medical ethics).

Stivers, Robert L., et al. Christian Ethics: A Case Method Approach. 2nd ed. Orbis, 1994 (Sixteen detailed cases with commentary; most involve Christian themes.)

Strike, Kenneth and Pamela Moss. Ethics and College Student Life. Allyn and Bacon, 1997. (Case studies and commentary about issues college students may face. Could work as a reader in a course.)
Strike, Kenneth and Jonas Soltis. The Ethics of Teaching. 3rd ed. Teachers College Press, 1998. (Case studies and commentary about issues college professors may face. Good for generating discussion with colleagues.)

Wolfe, Regina Wentzle and Christine Gudorf, eds. Ethics and World Religions: Cross-Cultural Case Studies. Orbis, 1999 (Several detailed case studies, each with two commentaries from two religious perspectives; in all, many world religions are represented..)
B. 
Philosophy Textbooks

There are numerous anthologies in philosophical and/or applied ethics that each do fairly much the same thing. Take a look at the philosophy catalogue of any large publisher and you can find a volume to examine or purchase as a personal resource. Two examples:

Hinman, Lawrence. Contemporary Moral Issues: Diversity and Consensus. Prentice-Hall, 1996.

Boss, Judith. Analyzing Moral Issues. Mayfield, 1999.

C. 
Computer Ethics

See a separate sheet for a detailed print bibliography in computer ethics

